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Conceal your life.
—attributed to Neocles, father of Epicure, 3rd century B.C.
In her novel The Fountainhead, author Ayn Rand (1943) wrote “Civilization is the
progress toward a society of privacy. The savage’s whole existence is public, ruled
by the laws of his tribe. Civilization is the process of setting man free from man.”
A short 56 years later, a much-read article in The Economist argued that privacy
is dead. Networked communication technologies, and the surveillance society that
flows from them, have enabled a growing legion of bureaucrats, employers, spouses,
insurance companies, marketers, and researchers to access and record our commercial transactions, travel arrangements, academic grades, health information, financial records, and personal preferences. The Economist’s best advice? “Get used to it”
(“End of Privacy,” 1999, p. 15).
And yet we have a long history of rejecting surveillance. In 1763, after Englishman John Wilkes criticized a speech given by King George III, the king ordered
his agents to break into Wilkes’s home and seize his private diaries from his desk
drawer. Professor Jeffrey Rosen points out that the king’s actions directly influenced the leaders of the American Revolution: “The writers of the U.S. constitution drafted the Fourth Amendment banning unreasonable searches and seizures of
persons, houses, papers and effects, with Wilkes’ house and Wilkes’ papers in mind”
(cited in McDougall, 1999, p. 9).
The balance between the individual’s right to a private life and the ability of
others to invade that privacy is therefore an old and established one. Why is our
privacy so beset, then, in a networked society? Part of the answer lies in the enabling
effects of networked communications technologies. When the Royal Canadian
Mounted Police wanted to investigate whether or not Walter Tessling was growing
marijuana in his house, for example, they didn’t have to break down Tessling’s
door. Instead, they flew over his house and used a forward-looking infra-red (FLIR)
camera to take a picture of the radiation escaping from the building; the camera was
able to “see” the heat generated by grow lights in the basement.
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Ordinarily, police are required to obtain a warrant before they enter and search
private property. A search warrant is given only if a justice is convinced that the officers have reasonable and probable grounds to support their suspicions that a crime
has occurred. In the Tessling case, the Supreme Court of Canada decided that no
warrant was necessary because the emissions were merely information that was collected by the FLIR camera after the emissions left the building. Since the technology
did not “enter” the building, there was nothing to stop the police from using that
information to make inferences about what was going on inside the home.
The privacy balance has changed precisely because new technologies such as
FLIR cameras can watch us without physically intruding into our lives. The technologies we use on a daily basis leave virtual tracks that are collected in the background as we go about chatting with friends, working, and playing. Online examples
are legion: Google automatically scans the contents of every Gmail message so it
can get a better idea of what to advertise to us; many schools use keystroke-capture
software to record everything students do on the school network; Facebook saves
every profile and wall post even after the person who created the page has closed his
or her Facebook account. In the off-line world, advertisers scan passing cars to see
which radio station drivers are listening to, and people walking through a growing
number of cities have their faces scanned, digitized, and matched against a database
of “criminals” by cameras that can see around corners and hear conversations up to
a mile away.1
Proponents of surveillance argue that this loss of privacy is justified because
surveillance increases security, reduces crime, cuts costs, and fuels the information
economy. After all, the argument goes, why worry if you have nothing to hide?
This argument merits close examination. Many of us, for example, trade away
our privacy for the convenience of preferred-shopper cards. Companies collect
detailed records of our purchase preferences and, in exchange, offer discounts or
special offers. How could a list of what we buy at the grocery store harm us?
A shopper in California learned the hard way when he sued a grocery store
after slipping on spilled yogurt and shattering his kneecap. The store threatened to
expose him as a “falling-down drunk” because his records showed he bought alcohol
on a regular basis (Moore, 2004). Another American grocery store was required to
hand over its customer records to the Drug Enforcement Agency because, according
to the Agency, people who buy lots of plastic bags are more likely to be drug traffickers (ibid).
Technologies such as preferred-shopper cards seem benign, but the information they amass can be used for secondary purposes that may lead to embarrassment,
humiliation, manipulation, and discrimination. The right to privacy is not about secrecy;
it’s about autonomy. The right to a private life enables us to enter into relationships
of trust and to enjoy a sense of freedom. In the words of Supreme Court Justice La
Forest, “[privacy] is at the heart of liberty in a modern state. Grounded in man’s
physical and moral autonomy, privacy is essential for the well-being of the individual” (R. v. Dyment, 1988).
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This chapter will examine different definitions of the right to privacy and explore
the ways in which Canada and other countries are regulating invasive practices.
Throughout, we will examine how the digital environment has changed our experience of privacy and identify the major stakeholders in the emerging privacy debate.

D E F I N I T I O N S O F P R I VACY
The most frequently quoted definition of privacy was popularized in 1890 by
Samuel Warren and Louis Brandeis. They were concerned about the ways in which
new technologies and business practices were changing the modern experience of a
private life:
Recent inventions and business methods call attention to
the next step which must be taken for the protection of the
person, and for securing to the individual what Judge Cooley
calls the right “to be let alone.” Instantaneous photographs
and newspaper enterprise have invaded the sacred precincts
of private and domestic life, and numerous mechanical devices
threaten to make good the prediction that “what is whispered in the closet shall be proclaimed from the housetops.”
(Warren & Brandeis, 1890, p. 195)
Warren and Brandeis’s definition of privacy as the “right to be let alone” was
not a legalistic one. Their concerns grew from their own experience of personal
and social relationships. Like many today, they worried that new technologies were
invading established social boundaries and were being fuelled by the commercial
value of the information obtained. Underpinning their argument that commerce
should not be allowed to overrun the right to privacy was their strong belief in the
“inviolate personality” of the individual.
As new communication technologies continued to develop, others built on
Warren and Brandeis’s vision. During its seminal public consultation on privacy
rights and new technologies, the House of Commons Standing Committee on
Human Rights and the Status of Persons with Disabilities concluded:
Classically understood as “the right to be let alone,” privacy
in today’s high-tech world has taken on a multitude of dimensions. According to certain privacy experts, it is the right to
enjoy private space, to conduct private communications, to
be free from surveillance, and to respect the sanctity of one’s
body. To the ordinary Canadian, it is about control—the
right to control one’s personal information and the right to
choose to remain anonymous. (Canada House of Commons,
1997, appendix I, p. 1)
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Choosing between these definitions is not a neutral process. As the Standing
Committee noted, “experience has shown us that the way you ask the question will
often determine the type of response you get” (Canada, 1997, p. 33). The current
ways to “ask the question” reflect four different ways of looking at privacy:
•
•
•
•

privacy as a human right;
privacy as an essential part of the democratic process
privacy as a social value;
privacy as data protection.

1. Privacy as a Human Right
The dangers inherent in the modern nation-state’s ability to seize information about
citizens and use it to invade their private lives were exemplified by the Nazi government. When German forces took towns during World War II, the first buildings
they seized were often the town halls; Gestapo officers would then search through
records to identify the whereabouts of Jewish residents so they could be deported to
extermination camps.
The postwar international community responded in 1948 by adopting Article
12 of the Universal Declaration of Human Rights, which proclaims that no one “shall
be subjected to arbitrary interference with his privacy, family, home or correspondence.” This right to privacy, and the other human rights proclaimed in the Declaration, reflected the United Nations’ belief that “the inherent dignity … of all
members of the human family is the foundation of freedom, justice and peace in the
world” (United Nations, 1948, Preamble).
In the international arena, Canada was a leader in establishing privacy as a fundamental human right. Canadian John Humphrey was one of the authors of the
1948 Declaration; in 1976, Canada ratified the International Covenant on Civil and
Political Rights (United Nations, 1966), which contains the same guarantee of privacy as the Declaration. However, within Canada, the protection of privacy as a
human right is patchy. The Canadian Charter of Rights and Freedoms does not include
an express right to privacy, despite the fact that the federal government suggested its
inclusion as early as 1979. The Supreme Court of Canada has written a limited right
to privacy into the Charter,2 but the tests it has developed make it unlikely that this
limited right will be able to deal with new invasive technologies.
For example, the Supreme Court has ruled that section 8 of the Charter, which
protects everyone from unreasonable search and seizure, includes the right to be
secure from such a search when the individual has a “reasonable expectation of privacy” (Hunter v. Southam, 1984). Under this test, it is unreasonable to videotape
what happens in a private hotel room (R. v. Wong, 1990), but the police are free
to videotape acts of gross indecency in a public washroom because there is no reasonable expectation of privacy in that location (R. v. LeBeau, 1988). However, the
police are not allowed to “record communications that the originator expects will not

NEL

NEL-SHADE4E-12-0704-015.indd 307

24/09/12 4:40 PM

308

Part IV: Social Media

be intercepted by anyone other than the person intended by its originator to receive
them” (R. v. Duarte, 1990, emphasis added).
Unfortunately, in a wired environment, new technologies make it extremely easy
for others to intercept our communications. Open communications networks are just
that—open. Any user can use the technology to capture and read the unencrypted
communications of any other user. It is difficult to argue that we have a reasonable
expectation of privacy when we send email, participate in an online discussion, or
visit a website, because the technology itself gives us no expectation of privacy.
It is also hard to enjoy any sense of privacy in public spaces, now that our movements are routinely monitored by closed-caption television security cameras and
GPS-enabled smart phones. Moreover, we are increasingly encouraged to share
our real-time location data with friends—and with the corporations that collect and
publish it—through apps such as Foursquare.
The law has been slow to understand the extent to which communication
technologies are changing our experience of privacy. When the police received a
Crime Stoppers tip that a Mr. Plant was growing marijuana in the basement of his
house, they had no evidence to justify a search warrant. However, they reasoned
that growing plants indoors must consume a large amount of electricity. They then
used their own computer system to log on to the local utility’s computer and pull up
Mr. Plant’s electricity bills. The Supreme Court of Canada applied the reasonable
expectation test, and concluded that:
Section 8 of the Charter should seek to protect a biographical
core of personal information which individuals in a free and democratic society would wish to maintain and control from dissemination to the state. This would include information which
tends to reveal intimate details of the lifestyle and personal choices
of the individual. (R. v. Plant, 1993, p. 213, emphasis added)
Mr. Plant’s electricity bills, they argued, did not reveal intimate details of his
personal life; they just showed how much electricity he consumed. But this may not
be an accurate conclusion in a wired environment. As Justice McLachlin, who disagreed with her fellow judges, argued:
The records are capable of telling much about one’s personal
lifestyle, such as how many people lived in the house and
what sort of activities were probably taking place there. The
records tell a story about what is happening inside a private
dwelling, the most private of places. I think that a reasonable person looking at these facts would conclude that the
records should be used only for the purpose for which they
were made—the delivery and billing of electricity—and not
divulged to strangers without proper legal authorization.
(R. v. Plant, 1993, p. 219)
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Furthermore, in our wired world no single detail, such as a utility bill, exists
in isolation. Data-matching software can locate and connect a multitude of personal details: the amount of realty taxes we pay; the kinds of books we buy online;
the comments we post on social networking sites. When all these details are linked
together, they create an accurate picture of our private lives.
Marketers can use this information to manipulate our purchase choices. For
example, a Canadian candy manufacturer used a membership list from a weight-loss
organization to mail candy samples to the dieters at Christmas and Easter. Why?
Because the company believed that was when the people on the list were most likely
to go off their diets.
But marketers are not the only ones interested in the detailed minutiae of our
private lives. Universities have disciplined students for underage drinking after they
posted pictures of themselves swilling beer on Facebook, and American police officers have used handheld wireless computers to search through commercial databases
for information on people they pull over for speeding (Weinberg, 2004). In spite of
the fact that the information found can be false or misleading, states increasingly
rely on these technologies to combat crime and terrorism. And the consequences
can be severe. Based on erroneous information provided to American authorities by
the Royal Canadian Mounted Police, Canadian citizen Maher Arar was deported
to his native-born Syria, where he was tortured for a year before being allowed to
return to Canada (http://www.maherarar.net).
Privacy, the right to be free from being watched, spied upon, and tested, is a
human right because it is an essential part of human dignity and autonomy. Life
without privacy makes it impossible to enjoy the dignity and freedom that human
rights seek to protect.

2. Privacy as a Democratic Value
Because it is so connected to individual freedom, privacy is also an important element
of a healthy democracy. As Justice La Forest notes, “[privacy] has profound significance for the public order. The restraints imposed on government to pry into the lives
of the citizen go to the essence of a democratic state” (R. v. Dyment, 1988, p. 254).
Western governments readily accept that privacy is an important democratic
value when authoritarian states such as North Korea or China use invasive practices
to suppress political dissidents. They admit that placing video cameras on street
corners to scan, record, and identify individuals makes it much less likely that people
will participate in a political demonstration (exercising their right to assemble) or
even say what they think (exercising their right to free expression). However, when
those same practices are used to watch Canadians, officials often justify them because
they are efficient and help to reduce risks.
Communication technologies enable the state to process vast amounts of information about citizens; by looking for “patterns” in the “data stream,” officials seek
to identify those people who pose some “risk.” For example, research indicates that
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certain “types” of people are more likely to commit acts of violence. People filling
out a firearms registration form are therefore required to reveal whether or not, in
the past five years, they have been treated for depression, substance abuse, or emotional problems; considered suicide; been through a divorce or the dissolution of
a significant relationship; lost their jobs; or gone bankrupt. Any of these “factors”
indicates the person is “at risk” because they match the profile of a person more
likely to commit acts of violence. The trouble is, the profile also catches a much
larger number of people who do not pose a risk, but there is no way of distinguishing
them from potential criminals.
Public interest groups and privacy advocates argue that this foray into the private
lives of applicants puts the innocent citizen in a position in which he or she is forced
to defend his or her actions to the state or face the consequences. This process may
or may not catch a potentially violent offender, but it will easily catch a bankrupt,
depressed, or divorced farmer who, in need of a gun for his livelihood, is forced to
reveal intimate details of his life to the state and, even worse, have the state call and
discuss his life with his neighbours, boss, and ex-spouse. Moreover, this willingness
to invade privacy in the name of risk reduction means that the state is dealing with
individuals not as citizens, but as suspects, safety risks, or threats to “secure,” “efficient,” and “cost-effective” government. In such a situation, the relationships that
are essential to our understanding of democracy are undermined.
Similar concerns were raised when the government introduced “lawful access”
legislation in Parliament in 2012. Under the proposed bill (Protecting Children from
Internet Predators Act), telecommunications service providers would be required to
give police a subscriber’s name, address, telephone number, email address, internet
protocol address and device identification numbers “upon request.” This would
enable the police to put the subscriber under online surveillance without a warrant. The bill would also require service providers to redesign their networks to
make it easier for the police to intercept a subscriber’s online communications.
Citizen outcry to the proposed law was swift and loud; within weeks, over 150,000
Canadians had signed an online petition demanding the government “Stop Online
Spying” (see http://stopspying.ca).
The government responded by arguing that it needs this surveillance capacity
because criminals can use the internet to commit crimes. The name of the bill itself,
Protecting Children from Internet Predators Act, indicates that the risk of harm outweighs the democratic benefits of online anonymity. However, this kind of risk
reduction is not a neutral exercise. Many have accused governments of using racial
profiling to target Arab Muslims and other minorities in order to reduce the risk of
terrorism. When Canadian imam Ahamad Kutty flew to Miami on September 11,
2003, he spent 16 hours in jail. After being interrogated by more than 10 officials,
he and fellow Canadian Abdool Hamid were declared risks to national security and
sent back to Canada. Ironically, Kutty is well known for his strong stand against
extremist violence. Nonetheless, American border officials saw him as a security risk
because of his religion and ethnic origin (Hall, Shephard, & Harper, 2003).
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As former Privacy Commissioner Bruce Phillips notes, the danger—and allure—
of the emerging model of risk reduction is that:
we participate voluntarily, only seeing the obvious
advantages—convenience, speed and personal safety—not
the less tangible and more complex disadvantages. The most
chilling of these is that we will conform because we assume
that we are all being watched at all times. Put more starkly:
freedom is diminished and, in some cases, disappears (Privacy
Commissioner of Canada, 1999, p. 2).

3. Privacy as a Social Value
Privacy has a strong effect on our social behaviour and organization. Historians
suggest that Elizabethan homes, with their kitchens, parlours, and bedrooms,
replaced the single medieval common hall because people wanted to enjoy a level
of privacy that had previously been available only to the rich. Likewise, in a landmark 1956 study of the Canadian suburb, Crestwood Heights, researchers concluded that:
increased space, a reason why people buy houses in Crestwood,
means increased privacy. … Privacy for each member of the
family is the ideal—but not the isolation of anonymous shelter
as offered by a hotel. The essence of the desired privacy is its
very presence within the family unit. (McDougall, 1999, p. 8)
Privacy, then, is not the same as withdrawal from social relationships. Rather, it is the
power to control and define those relationships.
Contemporary discussions of privacy often focus on this aspect of individual
control. We establish social relationships based on different degrees of intimacy; the
closer the relationship, the more we share with the other person. When entry into
our private lives occurs without our knowledge or consent, this sense of control is
lost and we feel violated.
The argument that technology determines the level of privacy we enjoy is dissatisfying because privacy is something we negotiate through our social interaction
with others. Children, for example, report that they like online communication
because it gives them an opportunity to explore the world outside the watchful eyes
of parents and teachers. In spite of the fact the sites they use routinely record their
transactions, they report that the internet is more private, not less, than other forms
of communication, and just because information is posted online does not mean
that the people who posted it have no privacy interest in it (Steeves, 2004, p. 12).
Facebook learned this the hard way when it tracked Facebook users’ purchases and
then sent messages about these purchases to all the people on the purchaser’s friends
list. Within two weeks, over 50,000 Facebook users had signed an online petition
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protesting the program, and Facebook was forced to allow people to opt out of the
“service” (Story & Stone, 2007).
Allowing technology to define the limits of our privacy also fails to account for
the fact that technological developments themselves are the result of social choices.
Emerging forms of invasion redistribute social power. In the proverbial small town,
everyone knows what everyone else is up to. However, this also means that everyone
is also called to account for socially harmful actions. Hence, a small-town banker
in the 1940s would face social censure if he refused to give someone a loan because
the borrower had a family history of cancer. In the modern information society,
however, the watchers are invisible. When banks, marketers, drug companies, and
insurance companies invade our private lives, we are not even aware of it, and cannot
see what they are doing with the information they collect about us. This lack of reciprocity means that it will become increasingly difficult to hold others accountable
for decisions that harm us or discriminate against us. And those who have access to
the information gain a significant amount of control over us.
The balance between control and accountability is complicated because networked technologies blur the line between private and public. Policymakers typically seek to police online communication because the public nature of the network
exposes users to risky contact with strangers and offensive content. But part of the
pleasure of online spaces is the publicity they enable; young people in particular
report that they like networked technologies because they can use them to try on
different identities and experiment with social behaviours in a relatively safe way. By
“lurking” on adult sites, “stalking” peers on Facebook, and “flirting” in chat rooms
(Livingstone & Bober, 2003), they can pursue what Livingstone calls “the social
psychological task of adolescence—to construct, experiment with and present a
reflexive project of the self in a social context” (Livingstone, 2008, p. 396).
From this perspective, the ability to watch others, and be watched by them in
turn, allows young people “to acquire the cultural capital they use to construct an
identity, and then evaluate the authenticity of that identity by monitoring the reactions of peers to their own performance of it” (Steeves, 2012, p. 355). However, this
same project of the self requires privacy, both during adolescence and later in life.
Privacy, or control over publicity, is what creates fences between the identity that
is posted for friends on Facebook and the identity that is performed during a family
gathering or a job interview, for example. When the digital traces of our private lives
are collected and shared outside our control, it becomes more difficult to negotiate
the level of privacy we need to ensure that we do not reveal more of ourselves than
we mean to, to the various audiences who are watching us.

4. Privacy as Data Protection
The need to place some limits on the electronic collection, use, and disclosure of
personal information was first recognized by the Council of Europe in the 1970s.
Europeans, remembering the lessons of World War II, were sensitive to the fact
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that large organizations such as governments and banks were using mainframe computers to collect and process information about citizens.
Recognizing that this data made individuals vulnerable to human-rights abuses,
the Council of Europe passed the Convention for the Protection of Individuals with
Regard to Automatic Processing of Personal Data in 1980; it set out a framework for the
collection, use, access, accuracy, and disposal of personal information. Concerned
that national legislation based on the Convention might block the international flow
of data, the Organisation for Economic Co-operation and Development (OECD)
released its Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data in the same year (OECD, 1980). The guidelines contained a set of fair
information practices to ensure that personal information is collected openly and
that data records are accurate and kept confidential. This approach, which concentrates on protecting the integrity of the data itself rather than the individual who is
the subject of the data, is called “data protection.”
Data protection made a certain amount of sense in the 1980s, when computing
was dominated by mainframe computers. In the mainframe environment, data processing was centralized, so all the data about a particular individual could be easily
located and its use regulated. In addition, mainframes were extremely expensive and
required constant technical supervision. Accordingly, only large organizations, such
as governments, banks, and universities, were able to afford them. This meant that
regulation had to apply only to a few, large, easily located organizations. However,
as the nature of computing changed in the late 1980s and mainframes were replaced
by distributed networks, data storage and processing became highly decentralized.
By 1990, the power to collect and manipulate personal information was no longer
in the hands of the few. Because of this, the data itself became an extremely valuable
commodity.
The fact that personal information is now worth a great deal of money in the
electronic marketplace is one of the most complicating features of the new privacy
landscape. The sale of personal information is indeed big business, and many corporations have taken advantage of the open environment of the internet in order to
capitalize on this trend. For example, Disney’s Club Penguin looks like an online
playground: children who visit the site create virtual pets, play games, and chat with
friends. However, everything the children do on the site—the games they play, the
links they click, the stories they post, the conversations they have with each other—
are recorded and analyzed, so they can be profiled and targeted with marketing
material.
This kind of marketing goes well beyond advertising, and instead seeks to embed
the commercial message into the child’s social relationships and sense of identity
(Steeves, 2007). The pervasive collection of information on which it is based is cast
as a form of child protection. Parents are assured that their children can play safely
precisely because the corporation is watching them constantly and monitoring their
actions. The children themselves are encouraged to participate in monitoring, by
becoming “secret agents” who “spy” on other children who swear, bully others, or
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share personal information (such as name and city) with other children (Marx &
Steeves, 2010).
The commercial use of the information, however, is hidden in legalistic termsof-use agreements. For example, Club Penguin’s privacy policy tells children that
the site collects their information for “various purposes related to our business” but
does not provide a detailed explanation of what those purposes are. The fact that
the site is one big advertisement for Disney products is hidden behind the statement
that “We do not allow third-party companies to solicit or advertise to our users. Our
intention is to keep Club Penguin free from any of this sort of direct advertising”
(Steeves, 2012, p. 352). Instead, children are encouraged to play with branded content for hours, which is precisely the kind of “sticky” advertising that is known to
dramatically increase sales of offline products (Steeves 2007; Grimes & Shade 2005).
Interestingly, privacy laws have done little to stop the collection of this kind
of information from children. Although both Canada and the United States have
enacted legislation3 requiring consent from children and, in certain circumstances,
from parents, placing kids under online surveillance remains a multimillion dollar
industry. The monetary value of the information collected has done much to shape
the legal framework governing privacy.

PRIVACY LEGISLATION
To date, Canadian privacy legislation has been firmly rooted in the language of the
marketplace. When Canada drafted its Privacy Act in 1982, it applied the OECD
guidelines to the ways in which the federal government collects, uses, and discloses
personal information about citizens and federal employees. The Privacy Act was limited in a number of ways. For example, the “exceptions” to the rules were extremely
broad, and although the Privacy Commissioner was given the power to investigate
complaints, he or she lacks any real enforcement powers. The Privacy Act’s greatest
limitation was that it focused solely on the public sector, leaving private-sector data
collection completely unregulated.
However, as the commercial imperatives of the information economy grew
and consumer confidence in the electronic marketplace wavered, the private sector
began to lobby for legislation that would encourage consumers to take part in
e-commerce by assuaging concerns about privacy. These commercial imperatives
were made even more pressing by the European Union in October 1995. Under
a European Parliament directive designed to harmonize data protection standards
within Europe, member states are required to pass legislation blocking the transfer
of information to nonmember states that do not provide an adequate level of data
protection (Council of Europe, 1995).
In January 1998, Industry Canada and the Department of Justice released a discussion paper suggesting that data protection legislation should be extended to the
private sector but defining privacy solely as a trade issue.
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The legislation that grew out of this discussion paper was named the Personal
Information Protection and Electronic Documents Act (PIPEDA). Its purpose is
to establish, “in an era in which technology increasingly facilitates the circulation
and exchange of information,” rules that recognize the individual’s right of privacy
and “the need of organizations to collect, use or disclose personal information for
purposes that a reasonable person would consider appropriate in the circumstances”
(PIPEDA, 2000, s. 3). PIPEDA adopts the fair information practices first set out by
the Council of Europe, and adds a requirement that personal information should be
collected, used, and disclosed only with the individual’s consent. However, like the
Privacy Act, PIPEDA sets out a long list of exceptions to the general rule requiring
consent, including investigations into a contravention of the law.
PIPEDA represents an uneasy compromise on the parts of industry, government, and privacy advocates, the latter of whom hoped some protection would
be better than none. That compromise began to unravel even before the act was
passed on April 13, 2000. Drug companies, pharmacists, and the Ontario Ministry of
Health argued before the Senate Committee on Social Affairs that PIPEDA should
not apply to personal health information, because it would unduly hamper the efficiency of health-care delivery and research. In spite of the fact that opinion polls and
public consultations have consistently indicated that Canadians want more, not less,
protection for their health information, a number of provinces have passed health
information legislation that makes it easier for the state and “trusted parties” to
share medical records without the patient’s consent.
PIPEDA has been used to effectively limit some information practices on the
part of online corporations such as Facebook and Nexopia. For example, the Privacy Commissioner of Canada, who is responsible for administering PIPEDA, has
overturned practices such as setting profiles to public by default and refusing to
delete user accounts when asked to do so by the user. However, the Commissioner
has also found that PIPEDA cannot stop Canadian firms from outsourcing data
management to companies in the United States, even though the data may then
be disclosed to the American government under the U.S. Patriot Act, so long as the
customers are advised of the fact before the information is outsourced. At its heart,
PIPEDA relies on informed consent to legitimize the collection, use, and disclosure
of personal information; as such, the Commissioner is often limited to requiring that
corporations provide users with notice of their practices, leaving it up to the users
themselves to decide whether or not to use the service.
Although American legislators have been unwilling to interfere with the private
sector in general, relying instead on voluntary standards and privacy policies, there
has been a great deal of interest in health privacy and the protection of children.
Early attempts to regulate electronic data in the United States were draconian.
The Communications Decency Act, for example, made it a criminal offence to use
a telecommunications device to “knowingly make, create, or solicit … any comment, request, proposal, image, or other communication which is obscene, lewd,
lascivious, filthy, or indecent.” In June 1996, a three-judge panel in a Philadelphia
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court struck down the Communications Decency Act for contravening constitutional guarantees of freedom of speech (Reno v. ACLU, 1996); a year later, the
United States Supreme Court affirmed the lower court decision (Reno v. ACLU,
1997). More narrowly drafted was the subsequent Children’s Online Protection Act
(COPA), which made it unlawful to communicate, on the World Wide Web and
for commercial purposes, material that is “harmful to minors” unless good-faith
efforts are made to prevent children from obtaining access to such materials. On
June 22, 2000, COPA was also struck down for unduly restricting freedom of
speech (ACLU v. Reno II).
The United States continues to follow the privacy debate, although the major
concern appears to be the need to avoid trade sanctions because of noncompliance
with the 1995 European Union directive. Now that most of the members of the
European Union have passed data protection legislation, pressure is mounting for
the Americans to act as well. The Federal Trade Commission has set out voluntary
standards for online commercial privacy, and the Department of Commerce has
developed a “safe harbor” framework under which American firms can “certify” that
they comply with a minimum set of fair information standards acceptable to the
European Union.

T E N S I O N S I N T H E P R I VACY DEBATE
Many experts argue that European-style fair information practices will ensure that
privacy is protected in the new millennium. For example, former British Columbia
Privacy Commissioner David Flaherty writes, “I have never met a privacy issue that
could not be satisfactorily addressed by the application of fair information practices”
(Bennett & Grant, 1999, p. 35). There is, however, a fundamental tension between
privacy as a human right and access to information as a tool to enhance competitiveness and control. Fair information practices do not capture the “rights” side of
the equation because they were designed by stakeholders to ensure that data will
continue to flow into the information marketplace. They create a form of “consensual invasion” whereby the consent process is designed to protect the interests of
everyone except the individual who is revealing the information.
In effect, consent is an agreement between the individual disclosing the information and the organization collecting the information. In order for consent to
adequately protect the individual’s autonomy and freedom of choice, there has to
be an equality of bargaining power between the parties to the transaction. But that
equality of bargaining power is often absent. If my employer, bank, or insurance
company asks me to consent to the release of my personal information, what happens if I refuse? I may find I will lose access to employment, financial services, or
insurance coverage.
Consent is also easily sidestepped by legislation and government practices. The
United Kingdom has passed a law giving insurance companies the “right” to demand
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a genetic sample from prospective clients. Iceland sold the genetic records of its
entire population to a drug company without first asking its citizens. It is estimated
that our images will be captured by 300 surveillance cameras on the way to work in
the morning, all of which have been installed and operated without our consent and
often without our knowledge. Statistics Canada releases our tax records to epidemiologists conducting medical research because it has decided “it’s good for us.”
Proponents justify these practices on the grounds that they are efficient and
reduce risk. National security, marketplace efficiency, public safety, and the
development of new medical treatments are important goals, but not if they are
accomplished in ways that sacrifice our individual rights. We have learned—and
forgotten—this lesson before. During World War II, the United States Census
Bureau released statistical data to the state to assist in the arrest and detainment of
Japanese Americans. Even though the detention of Japanese Americans and Canadians has since been condemned, the U.S. Census Bureau released information to
the Department of Homeland Security in 2004 detailing the number of Arab Americans living in specific zip-code areas.
The dynamics of national security and the marketplace could not help Japanese
Americans and Canadians in the 1940s. To do that, we had to develop a language
of human rights. Our choice of language is equally important in the context of the
privacy debate. As Franklin (1996) has said: “Ultimately, the level of openness and
privacy we enjoy is a social choice. Privacy is not a function of our technological
environment or need for security.”
In the words of privacy advocate Darrell Evans:
I think the vanishing of privacy would be a victory of materialism over the human spirit. I find it very hard to picture
what kind of room there would be for creativity on the part
of human beings in such a world … We are constantly told
it is a more secure world, of course, a more efficient world, a
world that catches fraud much better, but to me, that is the
victory of bureaucracy over human creativity. … We want
to put individuals in a place of causation rather than being a
complete effect of technologies and of a gradual erosion of
our privacy. If we are to maintain human freedom, I think
that’s what we have to do. (cited in Canada, 1997, p. 21)

QU EST IONS
1. Is privacy a fundamental human right? Give reasons for your answer.
2. According to the author, what are the four different ways of understanding
privacy?
3. Which do you feel poses the greater threat to privacy—the public sector or the
private sector? Give reasons for your answer.
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4. In what sense do privacy codes adopt the point of view of business and neglect
the rights of citizens?
5. Do websites such as http://www.turnitin.com treat students like suspected
criminals? What is the right balance between catching “cheaters” and treating
others with respect?

NOTES
1. For example, it is estimated that there are 2.5 million cameras focused on public spaces throughout the United Kingdom. London alone has an estimated
150,000 CCTV cameras monitoring its streets; in 1997, London cameras began
to automatically read, recognize, and track automobiles by their licence plates.
One year later, the London borough of Newham added face recognition software that scans crowds and matches digitized pictures of the faces of passersby
against a database of “known criminals.”
2. The major constitutional protection is afforded under section 8, as discussed.
Case law suggests that the Court is also willing to interpret section 7 (“the right
to life, liberty and security of the person”) in ways that will protect privacy (see
Blencoe v. British Columbia, 2000; Godbout v. Longueuil, 1997). However, section
7 rights have also been limited to reasonable expectations of privacy.
3. In Canada, see the Personal Information Protection and Electronic Documents Act.
In the United States, see Children’s Online Privacy Protection Act of 1998.
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