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A	  society	  is	  to	  be	  measured	  and	  judged	  

by	  the	  protections	  it	  offers	  to	  the	  
vulnerable	  in	  its	  midst.1	  

	  
EXECUTIVE	  SUMMARY	  
	  
1. This submission relates to three aspects of Bill C-13: 
	  

(i) clauses 20, 23, 29, 33-35, 37 and 41 “lawful access provisions”; 
(ii) clause 12 “hate propaganda provision”; and 
(iii) clause 3 “non-consensual distribution provision”. 

	  
2. It is respectfully submitted that: 
	  

(i) the lawful access provisions should be rejected or, at minimum, separated 
from the remainder of the Bill.  It would be unfair, inappropriate and counter-
productive to make consideration and resolution of the substantive hate 
propaganda and non-consensual distribution provisions conditional upon 
acceptance of the unrelated and privacy-invasive lawful access provisions;  

(ii) the hate propaganda provision should be accepted because without it, those 
against whom genocide is advocated and hatred incited due to their national 
origin, age, sex and mental or physical disability will continue to be 
unjustifiably excluded from the protection of federal law (in light of the 
unfortunate repeal of s. 13 of the Canadian Human Rights Act last year); and 

(iii) while the non-consensual distribution provision expresses community 
disapprobation for egregious trust and privacy violations that appear 
disproportionately likely to affect women and girls, this reactive criminal law 
response falls short of the multi-pronged  proactive strategy needed to address 
the underlying inequalities that render women and other vulnerable groups 
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particularly susceptible to online attacks (sometimes referred to as 
“cyberbullying”). 

	  
I.	   REJECT	  OR	  SEPARATE	  THE	  UNRELATED	  LAWFUL	  ACCESS	  PROVISIONS	  
	  
3. The substantive amendments on hate propaganda and non-consensual distribution should 

not be held hostage by the lawful access provisions.  The lawful access provisions should 
be removed from the bill to allow for full and expeditious consideration of the hate 
propaganda and non-consensual distribution provisions. 
 

4. Ironically, as currently framed in this omnibus bill, enhanced privacy protections for 
those targeted by non-consensual distribution would come at the cost of expanded 
privacy invasive powers for law enforcement and others. 

	  
II.	   ACCEPT	  THE	  EQUALITY-‐ENHANCING	  HATE	  PROPAGANDA	  PROVISION	  
	  
5. The hate propaganda provision should be accepted because: 

 
(i) hate propagation undermines equality and democracy; 
(ii) expansion of the list of protected groups recognizes the inherent dignity 

and equality rights of those groups and their members; and 
(iii) protections against hate propagation are particularly important at this 

socioeconomic and technological moment, particularly for women.  
 

A.	   Hate	  propagation	  undermines	  democracy	  &	  equality	  
	  
6. Hate propagation poses two issues of pressing concern in a constitutional democracy 

committed to equally valuing and protecting freedom of expression, equality, Aboriginal 
rights and multiculturalism: 
 

(i) it gives rise to “grave psychological and social consequences to individual 
members of the targeted group from the humiliation and degradation caused 
by hate propaganda”; and 

 
(ii) it creates “harmful effects on society at large by increased discord and by 

affecting a subtle and unconscious alteration of views concerning the 
inferiority of targeted groups”.2 

	  
7. Hate propagation effects these results through “[r]epresentations vilifying a person or 

group … [that] seek to abuse, denigrate or delegitimize them, to render them lawless, 
dangerous or unworthy or unacceptable in the eyes of the audience.”3  In addition to the 
immediate effects of this form of discrimination, the vilification and dehumanization of 
target groups and their members that are often hallmarks of hate propagation can work to 
pave the way for future discrimination, intolerance and violence.4  
 



	   3	  

8. Moreover, hate propagation undermines the ability of targeted groups and their members 
to  

	  
respond to the substantive ideas under debate, thereby placing a serious barrier to 
their full participation in our democracy. Indeed, a particularly insidious aspect of 
hate speech is that it acts to cut off any path of reply by the group under attack.  It 
does this not only by attempting to marginalize the group so that their reply will be 
ignored: it also forces the group to argue for their basic humanity or social standing, 
as a precondition to participating in the deliberative aspects of our democracy.5 

 
B.	   The	  hate	  propaganda	  provision	  would	  recognize	  the	  inherent	  dignity	  

rights	  of	  currently	  excluded	  equality-‐seeking	  groups	  	  
	  
9. Section 318 of the Criminal Code criminalizes advocating genocide against certain 

identifiable groups, while s. 319 criminalizes inciting hatred against these same groups.  
Bill C-13, clause 12, would expand that list of identifiable groups to include those 
distinguished by national origin, age, sex or mental or physical disability. 

	  
10. Expansion of the list of identifiable groups is particularly important in light of the repeal 

of s. 13 of the Canadian Human Rights Act last year.  Since the repeal of s. 13, equality-
seeking groups such as women, persons with disabilities and those targeted on the basis 
of intersections between these and other axes of discrimination have been left 
unprotected by federal legal restrictions on hate propagation. 
 

11. The protections of s. 318 and 319 were extended in 2004 to groups identifiable on the 
basis of sexual orientation,6 and an amendment to extend protections on the basis of 
gender identity is currently before the Senate.7  Both of these are important equality-
enhancing initiatives that recognize the inherent dignity rights of members of these 
groups.  Moreover, as MP Megan Leslie noted during parliamentary debate with respect 
to the gender identity amendment, express inclusion of an equality-seeking group means 
that that group is no longer forced “into the margins” by having to stake its legal claim 
on some other ground: 

	  
It is meaningful to look at rights and see ourselves there.  It is important to know that 
we are protected.8 

	  
12. Similarly, s. 318’s historic exclusion of groups distinguished by national origin, age, sex 

and mental or physical disability forces members of these socially vulnerable groups into 
the margins, signals that their dignity and equality before the law are somehow less 
relevant and less worthy of protection.   Moreover, last year’s repeal of s. 13 of the 
Canadian Human Rights Act has stripped socially vulnerable groups, including women 
and members of the LGBTQ community of remedial federal responses to internet hate 
propagation. 
 

13. Neither ss. 318 and 319, nor the proposed hate propaganda provision represent a panacea 
for resolving group based hatred and discrimination.  As reactive criminal law 
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approaches, their prosecution can be characterized by “a deeply entrenched prioritizing 
of liberal values” often at the expense of substantive equality concerns.9  Moreover, 
prosecution of these offences is conditional upon Attorney General consent.10  
Nonetheless, inclusion of national origin, age, sex or mental or physical disability within 
their ambit is a way of expressing community concern for the dignity and equality of 
these equality-seeking groups and their members.  
 

C.	   Protections	  are	  particularly	  important	  at	  this	  socioeconomic	  and	  
technological	  moment	  

	  
14. Over the last decade Canada, like many other nations around the world, has experienced 

significant economic and political upheaval likely to leave many who are suffering as a 
result of these dislocations grasping for explanations.  These are the kinds of conditions 
in which empathy and respect can too easily be eclipsed by scapegoating “other” 
identifiable groups as the source of the problem.11  Manifestations of hatred against 
identifiable groups are evident both offline and online. 
 

15. In 2011, 1,332 hate crime incidents were reported to police, although it is estimated that 
only about one-third of incidents perceived by targets to be motivated by hate are 
actually reported to police.12  Over half of all of the incidents reported in 2011 were 
motivated by race or ethnicity, while 25% were based on religion and 18% on sexual 
orientation.13  While the total number of reported hate crimes declined from 2010 to 
2011 and the majority reported in 2011 involved non-violent offences, the proportion 
involving violent offences grew by 5% from 2010 to 2011, with hate crimes motivated 
by sexual orientation (65%) and ethnicity (41%) being the most likely to involve violent 
offences.14 Self-reported victimization by hate-motivated crimes increased from 3% of 
all incidents to 5% of all incidents reported in the General Social Survey between 2004 
and 2009.15   
 

16. Concern around hate-motivated crime is not isolated to Canada, but is also an issue in 
many other countries around our increasingly interconnected globe.16   

 
17. Hate motivated behaviours, however, are not isolated to “real space” as any distinction 

between our offline and online worlds increasingly begins to blur, if not disappear.  In 
many ways the internet and other digital communications technologies offer us an 
unprecedented and often public window into the heights and depths of our own 
humanity.17   
 

18. Online hate propagation includes both generalized attacks on identifiable groups18 and 
attacks targeted at individuals on the basis of their actual or perceived membership in an 
identifiable group or groups.19  Lesbians, Black women, Aboriginal women, and Muslim 
women are among the targeted groups at issue in reported human rights cases in 
Canada.20  
 

19. Sixteen percent of the respondents to the 2009 General Social Survey reported having 
come across promotion of violence or hatred against an identifiable group on the 
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internet, with those aged 15-24 more than twice as likely to report finding hate content 
than those 25 and over.21  Fifty-seven percent of reports involved targeting ethnic or 
religious groups, 21% targeting gays and lesbians, 16% targeting women, 15% targeting 
Aboriginal people and 14% targeting immigrants.22 
 

20. Online attacks grounded in group-based hatred and discrimination impose very real 
harms on targeted groups: 
 

On social networking sites, blogs and other Web 2.0 platforms, destructive groups 
publish lies and doctored photographs of vulnerable individuals.  They threaten rape 
and other forms of physical violence.  … They flood websites with violent sexual 
pictures and shut down blogs with denial-of-service attacks.  These assaults terrorize 
victims, destroy reputations, corrode privacy, and impair victims’ ability to 
participate in online and offline society as equals.23 

	  
21. The social networking site AutoAdmit (self described as the “most prestigious law 

school discussion board in the world”)24 has included discussion threads entitled “if God 
didn’t intend men to rape women then”, and “reminder: [individual woman’s name] 
deserves to be raped”.  Individual women have been targeted through postings such as “I 
want to brutally rape that [individual woman’s name] slut”, and “maybe you’d have to 
kill her afterward”, as well as being discussed in threads such as  
“Official [individual woman’s name] RAPE thread”.25  
	  

22. Similarly, those involved in “cyberbullying” research have emphasized the degree to 
which membership in a minority ethnic group, the LGBTQ community or being disabled 
exposes youth to a greater risk of being targeted.26  As noted in the Nova Scotia Task 
Force Report on Bullying and Cyberbullying: 

 
Bullying often results from, and reinforces, discrimination. Marginalized groups may 
be targeted for issues of racism, sexism, able-ism, xenophobia, and homophobia, 
among other identities, and are generally considered to be at a higher risk for 
bullying.27 

	  
23. Moreover, an EGALE study released in 2011 showed that 30% of female sexual 

minority students, 23% of gay male students and 40% of transgendered students who 
responded to their survey said that they had been targeted online, as compared to only 
5.7% of the heterosexual students who responded to the survey.28   

	  
24. Online harassment research suggests that the ability to operate anonymously or 

pseudonymously while interacting with others through certain forms of digital 
communication assists in explaining the growth and vitriol of these forms of online 
targeting: 

 
Online, bigots can aggregate their efforts even when they have insufficient numbers 
in any one location to form a conventional hate group.  They can disaggregate their 
offline identities from their online presence escaping social opprobrium and legal 
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liability for destructive acts.29   
 

25. Research in these areas also emphasizes the heightened impact that online attacks can 
have on targets related both to the breadth of dissemination and to the pervasive presence 
of online media in everyday life.30  As Keats Citron describes it with respect to targeted 
women: 

	  
Such harassment has a profound effect on targeted women.  It discourages them from 
writing and earning a living online.  It interferes with their professional lives.  It 
raises their vulnerability to offline sexual violence.  It brands them as incompetent 
workers and inferior sexual objects.  The harassment causes considerable emotional 
distress.  Some women have committed suicide.31	  

	  
26. Our evolving socio-technological context strongly suggests that legal recourse for online 

hate and harassment may be more important than ever.  As Keats-Citron notes with 
respect to the US context: 
 

[T]he Internet’s impact on civil rights has gone largely neglected to date.  As a result, 
something with the potential to be a great engine of equality has all too often 
reflected and reinforced the offline world’s power imbalances.  The brutality of 
online mobs is an important part of that story, but it is only a part.  Scholars and 
activists need to devote the same attention to online threats to civil rights that they 
have to civil liberties.32 

 
III.	   THE	  NON-‐CONSENSUAL	  DISTRIBUTION	  PROVISION	  IS	  NOT	  ENOUGH	  	  
	  
27. The non-consensual distribution provision targets a very specific form of online 

harassment and could be understood to: 
 

(i) express community disapproval of this form of harassment’s privacy and dignity 
invasive impacts; impacts of especial concern for women and girls, who appear 
disproportionately likely to be targeted in light of systemic misogyny and its complex 
intersections with other axes of discrimination such as race, Aboriginality, sexual 
identity, gender identity and ability; and 
 
(ii) provide a response better tailored to addressing the privacy and dignity harms 
occasioned by this form of online harassment in situations where: 

 
(a) an adult is targeted, but the specific elements of criminal harassment or 
offences such as voyeurism do not provide adequate protection;33 or 
(b) a person under 18 is targeted, but the gravamen of child pornography offences 
– child sexual exploitation - is not present (e.g. cases involving similarly aged 
young people). 

	  
28. However, the provision falls far short of the multi-pronged proactive strategy needed to 

address “cyberbullying”.  The blunt, reactive tool of criminal sanction is no substitute for 
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proactive responses aimed at addressing the systemic forms of discrimination and 
corporate practices that render equality-seeking groups, such as girls and women, 
vulnerable in the first place. 

	  
A.	   Non-‐consensual	  distribution	  of	  intimate	  images	  violates	  targets’	  privacy	  

and	  autonomy	  
 

29. The nonconsensual distribution provision could apply to a variety of situations in which 
targets’ autonomy is at stake; either because the image was taken and circulated without 
the target’s authorization or because the circulated image though taken consensually, was 
distributed without permission. 
 

30. The capacity to consent to a particular act in a particular context without being presumed 
to consent to such an act for all time or in all situations is essential to autonomy.  
Nonconsensual distribution of intimate images violates targets’ autonomy and privacy by 
effectively stripping them of their capacity to choose to consent to share an image in one 
context, without consenting to share it in other situations or with other people.34 
 

31. Nonconsensual distribution of intimate images can have profound emotional, physical 
and financial effects and open targets up to the risk of further harassment and physical 
attacks, particularly where personally identifying information, such as a target’s name, 
address and/or phone number, is posted along with nude images of them.35 

	  
B.	   Women	  and	  girls	  are	  disproportionately	  affected	  
	  
32. While studies vary in terms of whether females are “bullied” more than males,36 it would 

appear that girls are more likely than boys to be targeted sexually, whether through 
threats of sexual violence or being “coerced through pressure to send out a picture” or 
“receiving sexual pictures”.37 

	  
33. Results from the Young Canadians in a Wired World survey indicate that boys are more 

likely to be mean or cruel online than girls, including being more likely to make fun of 
someone’s race, religion, ethnicity or sexual orientation, and more likely to sexually 
harass someone.  Further, girls are twice as likely as boys to see online threats as a 
serious problem.38   
 

34. Nonconsensual distribution of intimate images is disproportionately likely to affect and 
have “far more serious consequences for” girls and women, compared to boys and men,39 
due at least in part to pervasive discriminatory practices and beliefs that: 
 

(i) consistently disrespect or minimize women’s sexual autonomy;40 and 
(ii) persistently communicate that girls’ and women’s social success depends 

upon emulating a stereotypical, heteronormative version of “sexy”, while 
simultaneously exposing women and girls to humiliation, embarrassment 
and reputational ruin for expressing their sexuality or simply for exposing 
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their bodies.41 
 

C.	   A	  multi-‐pronged	  proactive	  strategy	  is	  needed	  
	  
35. While the non-consensual distribution provision would express community disapproval 

of egregious privacy and autonomy violations that are disproportionately likely to affect 
women and girls, it falls far short of the multi-pronged proactive strategy needed to 
address sexual harassment specifically and “cyberbullying” more generally, especially 
among young people. 
 

36. Parliament, during House of Commons debate and hearings specially convened by the 
Senate Standing Committee on Human Rights, has had the benefit of a wide array of 
expertise about “bullying” and “cyberbullying”, with respect to their meaning, their 
underlying causes and how best to respond to them.   
 

37. As noted above, a number of experts advised of the intimate connection between familiar 
grounds of discrimination – gender, race, ethnicity, ability, sexual orientation, gender 
identity – and the likelihood of being targeted.42  Attacks on these grounds, which are 
intimately connected to one’s sense of self and personhood, can be especially destructive 
to a target’s self-esteem. 
 

38. Nonetheless, numerous experts have advised that criminal sanctions on their own are 
unlikely to materially change youth behaviour in positive ways because: 
 

(i) they don’t address developmental and behavioural issues underlying 
“cyberbullying” among youth;43 

(ii) they don’t address underlying issues, such as sexism, education about 
which could assist in breaking the cycle of “cyberbullying”;44 

(iii) youth ignore or are unaware of the law45 and/or do not expect to be caught 
or punished;46 and 

(iv) they risk re-victimizing former targets who bully in retaliation for past 
attacks.47 

 
39. As a result, many do not support criminal sanctions for certain kinds of behaviours 

labeled “cyberbullying”.  Many who do support criminal sanctions also strongly support 
development of a multi-pronged, proactive strategy incorporating restorative, human 
rights based approaches.48  Particularly with respect to “cyberbullying” based on 
discriminatory grounds (such as the sexism that disproportionately exposes girls and 
women to nonconsensual distribution of intimate images), recommendations focus on 
familiarizing youth with human rights,49 rewarding teachers and schools who exercise 
and model best practices on human rights, sexuality, digital literacy and multiculturalism 
in schools,50 initiatives designed to foster a culture of respect for diversity and equality51 
and holding industry accountability for structuring online interaction in ways that compel 
unnecessary disclosure of personal information and inadvertently promote 
“cyberbullying”.52 
 



	   9	  

40. While the nonconsensual distribution provision may make an important community 
statement about this form of sexual harassment, unless incorporated into a more 
comprehensive strategy its impact is likely to be more symbolic than real.  We ought to 
address the reasons why it is that displays of women’s sexuality or even recordings of 
acts of sexual violence against women are understood as a way of shaming women. This 
is particularly perplexing given the mediatized culture that surrounds us with the 
message that girls and women need to be “sexy”, but only in a limited, predefined way – 
basically in a way designed to sell them everything from diet pills to cosmetics to plastic 
surgery and more. Perhaps this too is an activity upon which we should proactively 
intervene. For example, we might consider what role the online business model that uses 
our personal information to profile us and then market to that profile plays in 
perpetuating myths and stereotypes about women and girls, as well as other social 
groups. 

All	  of	  which	  is	  respectfully	  submitted,	  
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